
INCOMMON FEDERATION: PARTICIPANT
OPERATIONAL PRACTICES



1. Federation Participant Information

1.1 The InCommon Participant Operational Practices information below is for:

InCommon Participant organization name  
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The information below is accurate as of this date  
!��
��
�
""#
$%"&
 






































1.2 Identity Management and/or Privacy information

Additional information about the Participant’s identity management practices and/or privacy policy 
regarding personal information can be found on-line at the following location(s).

URL(s)  
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1.3 Contact information

The following person or office can answer questions about the Participant’s
identity management system or
resource access management policy or practice.

Name  
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Title or role  
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Email address  
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Phone  
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 FAX  
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2. Identity Provider Information

The most critical responsibility that an IdentityProvider Participant has to the Federation is to provide 
trustworthy and accurate identity assertions.3  It is important for a Service Provider to know how your 
�����
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�������� are issued and how reliable the information associated with a given 
credential (or person) is. 
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2.1 If you are an Identity Provider, how do you define the set of people who are eligible to receive an 
�����
����
�������?  If exceptions to this definition are allowed, who must approve such an exception?
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��� “Member of Community”4 is an assertion that might be offered to enable access to resources made 
available to individuals who participate in the primary mission of the university or organization.  For 
example, this assertion might apply to anyone whose affiliation is “current student, faculty, or staff.”  

What subset of persons registered in your identity management system would you identify as a “Member 
of Community” in Shibboleth identity assertions to other InCommon Participants?
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2.3 Please describe in general terms the administrative process used to establish an electronic identity 
that results in a record for that person being created in your �����
����
�������
��������?  Please identify 
the
office(s) of record for this purpose.  For example, “Registrar’s Office for students; HR for faculty and 
staff.”
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2.4 What technologies are used for your electronic identity credentials (e.g., Kerberos, userID/password, 
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2.8 How is information in your electronic identity database acquired and updated?  Are specific offices 
designated by your administration to perform this function?  Are individuals allowed to update their own 
information on-line?
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2.9 What information in this database is considered “public information” and would be provided to any 
interested party?
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2.10 Please identify typical classes of applications for which your electronic identity credentials are used 
within your own organization.  
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,	
������ are the information data elements in an attribute assertion you might make to another 
Federation participant concerning the identity of a person in your identity management system.  

2.11 Would you consider your attribute assertions to be reliable enough to:

[ Yes ]  control access to on-line information databases licensed to your organization?

[ Yes ]  be used to purchase goods or services for your organization?

[ Yes ] enable access to personal information such as student loan status?
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Federation Participants must respect the legal and organizational privacy constraints on attribute 
information provided by other Participants and use it only for its intended purposes. 

2.12 What restrictions do you place on the use of attribute information that you might provide to other 
Federation participants?
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2.13 What policies govern the use of attribute information that you might release to other Federation 
participants?  For example, is some information subject to FERPA or HIPAA restrictions?
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3. Service Provider Information

Service Providers are trusted to ask for only the information necessary to make an appropriate access 
control decision, and to not misuse information provided to them by Identity Providers.  Service Providers 
must describe the basis on which access to resources is managed and their practices with respect to 
attribute information they receive from other Participants.



3.1 What attribute information about an individual do you require in order to manage access to resources
you make available to other Participants?  Describe separately for each service ProviderID that you have 
registered.
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3.2 What use do you make of attribute information that you receive in addition to basic access control 
decisions?  For example, do you aggregate session access records or records of specific information 
accessed based on attribute information, or make attribute information available to partner organizations,
etc.?

 ,	
������

�������
�
��
����
����
��
���
�
�
�
����
���
��
���
����
��
���
��
����
����������
����


�D�����
���
�	
������)
+���
�
�
����
��
�
�����
������
��
������������
���
�
����
���
�
�
���
����
��


���
����

��
����)
C�
����


������
���

�������
�	
�����
����
�����
��
���
���
�
��
���)

3.3 What human and technical controls are in place on access to and use of attribute information that 
might refer to only one specific person (i.e., personally identifiable information)?  For example, is this 
information encrypted?
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3.4 Describe the human and technical controls that are in place on the management of super-user and 
other privileged accounts that might have the authority to grant access to personally identifiable 
information?
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3.5 If personally identifiable information is compromised, what actions do you take to notify potentially 
affected individuals?
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Additional Notes and Details on the Operational Practices Questions

As a community of organizations willing to manage access to on-line resources cooperatively, and often without
formal contracts in the case of non-commercial resources, it is essential that each Participant have a good 
understanding of the ������� and resource management practices implemented by other Participants.  The 
purpose of the questions above is to establish a base level of common understanding by making this 
information available for other Participants to evaluate.

In answering these questions, please consider what you would want to know about your own operations if you 
were another Participant deciding what level of trust to place in interactions with your on-line systems.  For 
example:

 What would you need to know about an
�������
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 in order to make an informed decision 
whether to accept its ����
���� to manage access to your on-line resources or applications?

 What would you need to know about a ��
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 in order to feel confident providing it 



The reason this question is important is to distinguish between the set of people who might have a 
credential that you issue and the subset of those people who fall within your definition of “Member of 
Community” for the purpose of InCommon �	
�����
����
����.

[2.2] The ����
��� of “Member of Community” is often good enough for deciding whether to grant access to 
basic on-line resources such as library-like materials or websites.  InCommon encourages participants to 
use this ����
��� only for “Faculty, Staff, and active Students” but some organizations may have the need 
to define this differently.  InCommon ��
����
�
�����
� need to know if this has been defined differently.

[2.3]







often an integer and typically has no other meaning.  

personal secret
(also 
verification token)

Used in the context of this document, is synonymous with password, pass phrase 
or PIN.  It enables the holder of an �����
����
�����B�

to confirm that s/he is the 
person to whom the identifier was issued.

Service Provider A campus or other organization that makes on-line resources available to users 
based in part on information about them that it receives from other InCommon 
participants.
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